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Activity: Computer Surveillance Program Prerequisites

1.0  Purpose This guiddine describes generd prerequisites which should be satisfied in order to

enhance the effectiveness of other computer survelllance guiddines.

2.0  Scope: This guiddine provides specific recommendations for developing a basic foundation on
which the computer qudity surveillance program will be built. Specificdly, the areas
addressed by this guiddine are asfollows:

E Computer Systems I dentification

E Qudity Surveillance Objectives

E Qudity Survelllance Personnd Qudifications
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4.1  Inpreparation for and during the conduct of this surveillance:

E

NOTE:

Obtain and review implementing procedures, ingructions and drawings governing
this activity.

Prepare aguide or checklist usang the selected items from this guiddine.

Review past surveys, audits, survelllances and other evauations’ assessments.
Ensure that checklists include, where applicable, actuad observations of
performance; generd plant conditions, radiologica work practices, housekeeping,
work document controls and use, and safety practices.

Refer to Guiddine A.1, "Generd Qudity Survellance  Guidance" for soecific

detalls on the attributes lised  above.

4.2  Computer Systems |dentification

A.

The Qudity Assurance organization should etablish a set of criteriawhich defines
those types of computer sysem functions which may be subject to qudity
survelllance. For example, such computer systems may include those used to:

1) desgnor modify plant sefety sysems or other criticd systems

2) peform safety-reated cdculations

3)  monitor plant security access

4)  monitor real-time plant processes

5)  track safety-related nonconformances
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Each criterion should identify the types of hardware systems to which it gpplies
(eg., manframe, minicomputer, microcomputer, hand-held programmable
caculators, etc.).

The Qudlity Assurance organization should then develop and maintain an internd
catdogue file or listing of dl current computer systems satisfying the established
criteria This catdogue will serve as a reference source for preparation of
survelllance.

The survelllance format itsdf serves as a naturd mechanism for building the
catalogue.

The Qudity Assurance organization determines the type and format of the
information to be placed into the catdogue. In generd, the catd ogue would usudly
contain the following types of information for each system:

1) sydemtitle

2)  brief description of system purpose and functions

3)  ovedl sysem flowchart or flow processing diagram

4)  brief description of hardware

5)  reaultsof previousingpections, audits, and qudity survelllances

Care should be taken to ensure that safeguards materias are filed in accordance
with proper regulations and procedures.

Informeation obtained from subsequent audits and quality surveillances should be
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used to update the catalogue, for future reference.

Catdogue information should be reedily available to qudity surveillance, audit and

ingpection personnd.

4.3  Qudity Surveillance Objectives

A.

NOTE:

NOTE:

Specific objectives should be established for each qudity surveillance prior to the

selection or preparation of aqudity survelllance checklis.

It is recommended that aqudity survellance have no more than one to two specific

objectives.

Qudlity surveillance objectives should clearly sate the following information:

1)  specific procedura control, function, or process to be observed

2)  hardware and software systems to be checked

3)  checking method (e.g., visud examination, test datarun, etc.)

4)  successcriteria(i.e, the criteriawhich must be satisfied in order to provide
reasonable assurance that the control, function, or process is providing
adequate protection from exposure risks)

The qudity surveillance performance should complement the specific objectives a

a sufficient level of detail to demongtrate whether the success criteria are being

stisfied.

If quity surveillance checkligts are used, then it isingdructive to note thet detalled

sandard computer gpplication checklists have been developed for busnessinterna

auditing functions. Mogt of the checklist items are readily applicable to industria
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and engineering computer gpplications (see references 3.2 and 3.3).

44  Qudity Survellance Personnd Qudifications

A.

A person performing a qudity surveillance of computer controls should have
aufficient training and quaifications to be able to do the following for the specific
qudity survellance objective:

1) identify potentid system exposures and their likelihood of occurrence

2)  definevdid success criteria

3) evduate actud performance with respect to the success criteria

The Qudity Assurance organization is respongble for defining the method used to

ensure that qudity survelllance personnd are adequately qudified.

5.0 Other Guiddinesfor Consderation:

51 Al "Genegd Qudity Surveillance Guidance"



